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The Aims of the Policy 
For the purposes of this policy the term “staff” includes any adults that are working 
with learners: teachers, teaching assistants, care staff and other helpers both paid 
and unpaid.  

Learners have access to the Internet from many places; home, school, friend’s 
homes, libraries and in many cases mobile devices.  

Our school has a number of services to help ensure that curriculum use is safe and 
appropriate, however, access out of school does not usually have these services and 
has a range of risks associated with its use.  

Schools are ideally placed to help young people and parents learn to become safe 
on-line whilst in school and at home.  

It is neither appropriate to try to eliminate all risks nor possible to do so: learning to 
deal with risk is an inherent part of a child’s development.  

The aim of this e-safety policy is to ensure that the level of risk is not unacceptably 
high, and to empower staff, parents and children to identify concerns and to manage 
the risks. This takes into account each child’s strengths, vulnerabilities and stage of 
development.  

Although this policy is not a contractual requirement, nor is it legally binding, it does 
aim to help staff with the following: 

 

 To help adults that work with learners to do so safely and responsibly when 
using electronic devices.  

 To clarify which behaviours constitute safe practice and which types of 
behaviour should be avoided by staff.  

 To help staff, in conjunction with: School Acceptable Use Policies, Filter 
Policies, Network monitoring software and school electronic device 
agreements, to understand the boundaries of acceptable behaviour.  

 To mitigate the risk of having malicious or just misplaced allegations being 
made against staff.  

 To support school managers and leaders in establishing: policies, codes of 
behaviour and a workplace ethos that safeguards staff as well as young 
people in their organisation.  

 To assist school management teams in giving a clear message that unsafe 
or, even more so, unlawful behaviour is unacceptable and that where 
appropriate, disciplinary or legal action will be taken.  

 

Using this Policy  
This policy is intended to support staff in their use of the Internet whilst bearing in 
mind their professional responsibilities.  
 
It is intended that staff reduce the risk of inadvertently behaving in an inappropriate or 
illegal fashion when using the Internet by reading and following the advice given in 
this policy.  
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The policy is also intended to reduce the risk of unfounded allegations of 
inappropriate behaviour without unnecessarily restricting the use of the Internet.  
 

School Leadership  
In order for the school leadership team to maximise the potential of this policy it will:  
 

 Add this policy to the staff induction pack 

 Provide copies when staff are asked to sign the establishment’s Acceptable 
Use Policy 

 Organise a staff development session around some of the points that have 
been highlighted by these policy lines  

 Place copy of the policy lines in staff work/ PPA areas 

 

Staff  
In order to maximise the potential of these policy lines for staff themselves, all staff 
will:  
 

 If in doubt about their use of the Internet and whether it is acceptable should 
consult this document to see if that specific example is covered directly.  

 If in doubt about whether their use of the Internet, and this document does not 
cover that example directly – consult the school leadership and school 
policies to ensure that their actions are both transparent and endorsed by the 
school leadership team.  

 Always consider how any action on the Internet would look to a third party out 
of that particular context and target audience. This is particularly true of 
photographs and comments linked to “in jokes” that to a third party may 
appear inappropriate at best.  

 Only publish material on the Internet that they would be happy to share with 
families, learners and both present and future employers/employees/ 
colleagues.  

 Keep this document alongside other policy documents 

 
ELECTRONIC DEVICES 
The use of electronic devices is essential for all staff in all roles across St Joseph’s 
Specialist School and College. To fully fulfill the requirements of their role many staff, 
as deemed necessary by the Senior Leadership Team, are required to take 
electronic devices home. This does present some risks. 
 
Responsibility for Electronic Devices 
Staff are solely responsible for content accessed on school electronic devices when 
they are offsite. Therefore staff must ensure that they have absolute control of any 
school electronic device and its use when it is allocated to them.  
 
Each member of staff must remember that for a third party to use a device in their 
home, they would either need to be:  
 
 Logged on by the member of staff responsible 

 Provided with the confidential log in details by the member of staff  

 
Therefore, a device issued to a staff member is their absolute responsibility and the 
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individual staff member is directly accountable for any content accessed or stored on 
the device. In the event that malicious software, illegal content or explicit material 
have been found to have been viewed or stored on a school device this would lead to 
disciplinary action and/or dismissal. 
 
It is also worth keeping in sharp focus a statement from the DCSF in 2007 -  
 

“There are no circumstances that justify adults possessing indecent images of 
learners. Adults who access and possess links to such websites will be viewed 
as a significant and potential threat to learners”  

 
 
Inappropriate content and online behaviour 
Some types of Internet material or content are considered inappropriate for staff to be 
accessing. It is a criminal offence to access/create/save some types of information 
from the Internet.  
 
Clearly all staff should not view, download or create inappropriate, illegal or criminal 
content. Any member of staff that does so should be aware that the sanctions that 
can be applied range from disciplinary to criminal. Access to the Internet in St 
Joseph’s is always logged and can be monitored or retrospectively investigated.  
 
As a result staff should be alert to the possibility of accessing inappropriate and 
illegal material and take steps to avoid this. Any activity that is illegal would be a 
breach of civil law and could result in, upon conviction, having to pay damages / 
compensation to an individual or organisation that brought a case to court. Any 
activity that is a criminal offence, if proven in court, would lead to a criminal record 
and possible fines or imprisonment.  
 
The range of behaviours is clearly huge and cannot possibly be covered completely 
in this policy but some could be so serious as to constitute gross misconduct.  
 
Examples of inappropriate behaviour include but are not limited to:  
 

 Making indecent, offensive, insulting or threatening comments about learners 
or colleagues through any online activity including email and social media 

 Attempting to access pornography of any type on school devices 

 Contacting learners on social networking sites 

 Looking at content that promotes Extremism and Radicalisation 

 
Although all these activities are unacceptable and may well lead to disciplinary action 
they are not all illegal or criminal. However, possessing or distributing indecent 
images of a person under 18 is a criminal offence.  
 
Even viewing such images on-line may well constitute possession even if not saved.  
 
Saving such images on a computer is classed as “creating” those images. 
 
All staff should be aware that in the case of any material that is illegal/criminal to 
possess, an investigation might lead to: criminal investigation, prosecution, dismissal 
and barring. The possession of material that is inappropriate, but legal can still lead 
to disciplinary action, dismissal and barring even if there is no criminal prosecution. 
 
Staff can reduce the risk of inadvertent access to inappropriate or illegal sites by 
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modifying their search engine (such as Google) to employ “Strict Safe Search”. This 
can be done (in the case of Google) via the “Search settings” button on the Google 
home page under “Safe Search Filtering settings”. This greatly reduces the risk of 
inappropriate or indeed illegal images appearing as a result of quite innocent search 
queries.  
 
 
Monitoring Inappropriate Content 
St Joseph’s uses network monitoring products to look out for inappropriate access or 
usage on school networks. These systems include, but are not limited to products 
like Securus or Policy Central. 
 
In their roles technical staff are always involved in setting up the monitoring systems 
in the first instance. This responsibility can become a heavy burden if a learner or 
staff member is apparently implicated in inappropriate or, even more so, illegal 
activities. As a result, once the system is established, the monitoring and assessment 
of incidents that the system “flags up” should fall to a wider pool of staff. This is 
especially the case where judgments as to what is inappropriate or indeed illegal 
material or behaviour have to be made.  
 
The policies that support the network/laptop monitoring are set by the senior 
leadership team, with procedures to deal with incidents. These policies and 
procedures support and protect staff in their duties in monitoring internet access, 
emails and other sources which are flagged as potentially inappropriate. When 
accessing flagged content in this way it should be done so with openness and 
transparency, following school procedures. This ensures technical staff are protected 
in carrying out their duties and are not themselves subject to investigation. 
 
Staff that are asked to check the network usage of others, where there are reasons 
to believe their activities may have been inappropriate, should ensure that they 
receive a specific, written request to perform this work in line with school policies.  
 
Electronic Devices 
 
It is imperative that staff support learners with mobile devices.  No learner should 
have their mobile phone or other electronic device on their person during the school 
education day. 
 
All electronic devices that can access the internet through the provided network by 
pass the school protection software 
 
St Joseph’s will not be able to monitor content or exposure to risk. 
 
Learners will be taught safe internet usage and be allowed access to their devices 
during care time with close supervision as appropriate to those learners who use 
their devices to communicate with family members. 
 
Prevent Duty 
 
Schools should be safe spaces where learners can understand and discuss sensitive 
topics including terrorism and extremist ideas. 
 
The internet provides a platform for both radicalisation and counter radicalisation.  St 
Joseph’s is committed to ensuring all learners recognise the dangers that 
organisations such as IS and Al Qaida represent and seek to ensure that British 
Values and law are taught. 
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St Joseph’s Safeguarding lead and single point of contact is Alan Day   
 
Further guidance on the Prevent Duty can be found in the Safeguarding Policy 
 
Device Security  
 
Staff, with the guidance and advice of school technical support staff, should take 
steps to ensure devices are updated with the latest operating system. This helps 
prevent the machine being attacked by viruses and malicious software. It is also 
good practice to ensure the effective running of an electronic device. 
 
With the guidance of the school technical support, all staff within St Joseph’s should 
take steps to ensure electronic devices have antivirus software installed, as 
appropriate, that is regularly updated. 
 
Some software downloaded from the Internet may compromise the security of the 
machine. Teaching staff and Senior Leaders may, in the fulfilment of their role, need 
to download new software to trial for the organisation. To minimise the risk of 
compromising the security of a device antivirus software must be fully functional 
when trialing and installing new software. It is recommended that new apps should 
be installed from the devices officially recognised app store; apps from these stores 
significantly minimise the risks. If staff are unsure about installing new software on 
their device they should contact school technical staff before proceeding. 
 
When using tablet devices such as school iPads only applications downloaded from 
the app store are permitted; staff should not circumvent device security to install new 
applications as this poses a significant risk to both the individual device and the 
network security of the organisation. 
 
 
DIGITAL SECURITY AND DATA PROTECTION 
 
All staff should be aware of the need to preserve the confidentiality of certain school 
information. This is especially true of student and staff “personal information” that is 
being worked on at school and then taken home to continue that work. Any 
information that can be identified as relating to a named, living individual such as: 
name, age, sex, attendance records, assessment marks etc is classed as “personal 
information”. All personal information is subject to the Data Protection Act (DPA) and 
should be treated as such. 
 
 
Data Protection 
 
Whether saved online, on an electronic device, on a peripheral device (such as a 
memory stick) or even in paper form - the Data Protection Act 1998 (DPA) requires 
that personal data is kept secure by the school, and, therefore, by all staff. 
 
The measures to keep the data secure must apply whether the data is held in school, 
in transit, or at home. St Joseph’s and their employees are required by the act to take 
appropriate measures to keep personal data secure. These measures will be both 
organisational and technical. The extent of these measures needs to reflect the harm 
that would result from a failure to protect it.  
 
St Joseph’s will not store information at all unless absolutely necessary and will 
securely delete files after use. If it is necessary to hold the information then St 
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Joseph’s will ensure that it is not available to people that have no need or indeed 
right to handle it within the establishment. For those members of staff that need to 
have access to confidential data the safest long-term storage location is the school 
network, which has a remote backup facility.  
 
The storage of data on laptop hard disks or memory stick and transfer by e-mail or 
other means is not secure. Physical risks including mislaying a memory stick and 
laptop theft from a vehicle are common events.  
 
All staff are strongly advised to ensure that they understand the school policy 
regarding data protection. To lose control of personal data while not complying with 
the school policy would be difficult to defend and may lead to disciplinary action.  
 
 
Protecting data - the importance of password security 
 
Staff devices must always have passwords or a passcode. Laptops and devices that 
consistently store personal information should have secure passwords which contain 
a combination of numbers, capitals and symbols. The passwords should never be left 
blank. They should also never be set to an easily guessable word or contain strings 
of consecutive or repeated numbers. These provide little or no security.  
 
Passwords must not be stored as part of automatic logon sequences for machines. 
Given the significant number of passwords and systems used by the organisation a 
staff member may choose to implement a secure password storage application such 
as Apple Keychain or OnePassword. This ensures consistent complexity of 
passwords whilst ensuring the staff member can fulfil their role effectively. If such an 
application is used it is imperative that the single password sign selected is secure to 
avoid compromising all other passwords. Biometric data, such as a finger print, is a 
preferable form of password in this instance. Passwords should never be stored as a 
physical list alongside usernames. This significantly compromises data security. 
 
In order to protect data on unattended machines staff should ensure the device has 
an automatic timeout where it requires a password after a short time period. This 
time period can be set at the discretion of the staff member to ensure it is practicable 
for their work flow, whilst still ensuring device security. 
 
Transferring data between devices 
 
Using portable storage is not preferable when transferring data between devices. It is 
strongly recommended that staff use online storage to perform these tasks. All staff 
have access to OneDrive with their secure email sign on; this ensures data can be 
shared securely between staff members and transferred easily between devices. 
This is the only online storage system approved by St Joseph’s Specialist School and 
College for transferring data and is also the most recommended means of doing so. 
 
When storing personal information to transfer between devices staff should only use 
their encrypted memory stick. These are provided to all teaching staff and senior 
school leaders when beginning their roles at St Joseph’s Specialist School and 
College. Encrypted memory sticks automatically encrypt or scramble the data on it; 
you will need to enter a password to unscramble the data before use. This will 
prevent anyone else from reading/accessing/ copying the data if it is lost or stolen.  
 
Staff may, from time to time, use non-encrypted memory sticks when transferring 
data other than personal information from one device to another. This may include 
items such as timetables, lesson planning, presentations or other paperwork. This 



 

 8 

must be done with caution and any data that contains even superficial personal 
information should only be transferred on an encrypted memory stick.  
 
How many of these layers a school needs to employ depends on the nature of the 
data these portable devices hold. The levels of security a school is legally obliged to 
deploy is intended to reflect the harm that would result from a failure to protect that 
data.  
 
ELECTRONIC COMMUNICATION & STAYING SAFE ONLINE 
 
Increasingly staff and learners alike are encouraged to personalise learning with the 
use of technologies and contact extending beyond the traditional classroom. This 
contact often involves the use of e-mail as well as forums and chat rooms hosted on 
the school’s online learning environments. 
 
Although there are undoubtedly educational benefits for the use of these 
technologies in order to encourage collaboration and individual research there are 
“risks” in not doing so safely.  
 
 
Communicating with learners and their families 
 
The DCSF stated in 2007 that:  

“Communication between adults and learners, by whatever method, should take 
place within clear and explicit professional boundaries. Adults should not share 
any personal information with the child or young person. They should not 
request, or respond to, any personal information from the child / young person, 
other than that which might be appropriate as part of their professional role. 
Adults should ensure that all communications are transparent and open to 
scrutiny.”  

 
Staff should limit contact with young people and their families to official channels of 
communication. Currently St Joseph’s Specialist School and College only officially 
recognise three forms of electronic communication: 
 

 organisational email addresses ending with the domain   
 ‘@st-josephscranleigh.surrey.sch.uk’ 

 Information posted on the school website      
 ‘www.st-josephscranleigh.surrey.sch.uk’ 

 The school online learning environment    
 ‘https://stjosephscranleigh-surrey.frogos.net' 

 
Any other form of communication is considered unofficial and therefore a breach of 
this policy - this includes any blog, message, comment, friend request, friend 
acceptance, tweet, status update or any other communication with a pupil not 
officially recognised. 
 
Staff should not give their personal e-mail addresses to young people to allow access 
outside of school hours. Staff should also take great care in the use of nicknames or 
automatic signatures, ensuring these maintain the professionalism of their role and 
the organisation as a whole. 
 
The use of any communication services other than those recognised by the 

http://st-josephscranleigh.surrey.sch.uk/
http://www.st-josephscranleigh.surrey.sch.uk/
https://stjosephscranleigh-surrey.frogos.net/
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organisation cross the clear and explicit professional boundaries and may lead to 
disciplinary action and/or dismissal. 
 
 
The use of mobile phones to communicate with learners and their families 
 
Staff should not use their private mobile phones as a method of communication with 
learners at any time without specific consent and knowledge of the school senior 
management team. This includes giving their personal home or mobile phone 
numbers to learners to allow those learners to contact them. Even then this contact 
should be for only clearly defined purposes agreed by senior management.  
 
It is also inadvisable that staff members use their own personal mobile phones to 
communicate with a learner’s family. Staff members should use the school landline 
when onsite and ensure they take a school mobile phone with them on visits where 
this type of communication may occur. In the event that this is not possible, and in 
extremely rare cases, teaching staff and group leaders may need to use their own 
mobile phone for this purpose. It is strongly recommended the staff member changes 
their privacy settings on their mobile device to ensure their personal number is not 
given to the family.  
 
There is no situation where it would be deemed appropriate that a staff member 
would ever contact a learner’s family through the use of instant message, including 
texts or iMessage, on a personal device. 
 
 
Electronic communication and the law 
 
There are a number of laws in the UK that can relate to communications passing on 
hate, harm or harassment. All staff should be cautious when composing any 
communication via an electronic format. It is all too easy to be thinking one thing 
when you are typing and yet, when it is seen, out of the context of that thought 
process, appear to be saying something totally different. That difference can manifest 
itself as being offensive, indecent or even a threat when read by the recipient.  
 
It is an offence to send an indecent, offensive or threatening message with the 
intention of causing the “victim” distress or anxiety. This applies if the message is on 
paper or through any means of electronic communication including through e-mail, 
instant messaging or through a social network.  
 
Staff should think a second time before they “click on send” and if they have any 
doubts about how it might look or how it may be interpreted, then should not send it.  
 
 
Staying safe online - Internet Usage 

The purpose of Internet access at St Joseph’s Specialist School and College is to 
support and develop educational standards, support the professional work of the staff 
and to enhance the school’s management information and administration systems.  

 Access to the Internet is a necessary tool for staff and students. It helps 
prepare children for the future and personal development needs. It is a 
requirement of the National Curriculum for Computing and is implemented 
across the curriculum.  
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 Internet access is provided and filtered by the Birmingham Grid for Learning 
(BGFL) and is designed for learners and staff. BGFL has strong filtering 
systems in place that are age and content appropriate for learners.  

 Internet access is planned to support, develop and extend learning activities. 

 Access levels are reviewed to reflect the current curriculum. 

 Staff will select sites which support the learning outcomes planned for the 
learners’ age and maturity. 

 Learners are given clear objectives for Internet use and sign an Internet 
agreement. 

 Learners are taught how to take responsibility for their own Internet access 
during lessons.  

 
However, as with so many things, there is always an element of risk; even an 
innocent search can occasionally turn up links to inappropriate content or images. 
This is especially true within online searches, which show inappropriate page 
“descriptions” in their lists even when the pages themselves are blocked.  
 
To protect staff and learners alike planning and preparation is vital when using online 
material in the classroom. By far the safest approach is to test sites on the school 
system before use.  
 
For younger learners, it may be safer to direct them to specific, pre-approved 
websites and avoid using search engines. Alternatively staff may choose to only use 
Safer, child friendly search engines such as “CBBC Safe Search” or use pre-checked 
search terms. 
 
If inappropriate material is discovered then turn off the monitor, reassure the learners 
and to protect yourself you need to log and report the complete URL to a member of 
the senior leadership team. This can then be used to ensure, as far as possible, that 
the material is then reported to technical staff so that it may then be blocked by the 
filters.  
 
Any suspected illegal material should be reported immediately to organisations like 
the Internet Watch Foundation (see the Related Links). 
 
 
Photographic images 
 
All staff within St Joseph’s are required to take digital images of learners.  
 
The safest approach for staff is to avoid using personally owned phones or cameras 
at all and always use school owned iPods, iPads or other school devices. There are 
extremely rare occasions when teaching staff may need to capture achievements 
and there is not sufficient time to locate a school device. In this instance images 
should be removed as soon as is practically possible, which must be by the end of 
the school day. The use of St Joseph’s devices are the only recommended means of 
capturing digital images of learners and all images should be stored on the school 
server or a secure storage device. 
 
Images or videos should never be taken of learners when they are in behavioural 
crisis unless a specific written request is made by the Senior Leadership Team 
alongside the family of the learner. It is recognised that images or videos are 
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beneficial in providing observational evidence for external professionals such as 
CAHMS teams, NHS staff and other key professionals. This is the most common 
reason to store images or video of learner behaviours. Images should immediately be 
given to the designated member of the Senior Leadership Team for secure 
submission to the relevant professional. Images and videos of learners in a crisis 
should be treated as confidential personal information and, in accordance with the 
data protection act, should only be stored for the amount of time that is absolutely 
necessary.  
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Glossary  
Personal Information - (as referred to in the Data Protection Act). “Personal 

information” means information that relates to a living individual who can be identified 
from that information, or from other information, which is in the possession of the 
school. It also includes any expression of opinion about the individual as in school 
reports or professional appraisals).  
 

‘Bluetooth” is an open wireless system that allows you to share files, images, video 

clips or audio streams between “Bluetooth” enabled devices. These devices include 
many laptops, printers, scanners, and headsets but also most mobile phones as well.  
 

USB Memory Stick/Flash Drive/Pen Drives  
USB flash drives are data storage devices that have largely replaced “Floppy disks” 
as a method of transferring data. They consist of a memory chip attached to a USB 
plug and encased in plastic. They are rewritable in the same way as “floppies” but 
with a vastly high capacity ranging up to many gigabytes.  
 

Social network Sites  
Social network Sites focus on building and reflecting social network or social 
relationship among people who share interests and/or activities. Users can share 
what they are doing/thinking together with photos, videos or web-links with people 
they have accepted as “friends” on their chosen site. Social Networking Sites include 
sites such as Facebook, Bebo, Twitter, MySpace and Linkedin.  
 

DCSF – the Department for Learners, St Joseph’s and Families (replaced the DfES 

– the Department for Education and St Joseph’s).  
 

File-shredding software – this software removes files from your hard drive or 

USB memory stick without fear they could be recovered. It does this by rewriting the 
files with a random series of binary data multiple times. This process is often called 
shredding. One open source (free) example of this software is one called “File 
shredder” but there are many others that could just as easily be used.  
 

Memory cards – is memory that is encased in various size and shape of plastic 

that are commonly used in digital cameras and camcorders. Examples include: SD, 
CF, XD and MS cards.  
 

Malware - short for malicious software, is software designed to infiltrate a computer 

system without the owner's consent. It includes: computer viruses, worms, trojans, 
most rootkits, spyware, dishonest adware, crimeware, and other malicious and 
unwanted software. It is often transmitted via e-mails, social networking sites or 
malicious websites.  
 
The expression is a general term used to mean a variety of forms of hostile, intrusive, 
or just annoying software or program code.  
 

Secure  
Various ways of storing or transmitting information are considered to be “secure” if 
they are encrypted (scrambled) so that other, unauthorised people cannot view that 
information. This data could be in any number of places including but not limited to:  
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Related Links  
 
Becta: Good practice in information handling in schools: Keeping data secure, safe 
and legal  
http://schools.becta.org.uk/upload-dir/downloads/information_handling.pdf  
 
Becta Guidance to Social Networking  
http://schools.becta.org.uk/index.php?section=is&catcode=ss_to_es_pp_com_03&rid=12065  

 
Child Exploitation and Online Protection Centre (CEOP) 
http://ceop.police.uk 
https://www.thinkuknow.co.uk 
 

The Internet Watch Foundation  
http://www.iwf.org.uk  

 
The Independent Safeguarding Authority  
http://www.isa-gov.org.uk 

 
National Education Network  
http://www.nen.gov.uk/  
 

WiredSafety.org on cyber-stalking and harassment and UK law.  
http://wiredsafety.org/gb/stalking/index.html  

http://schools.becta.org.uk/upload-dir/downloads/information_handling.pdf
http://schools.becta.org.uk/index.php?section=is&catcode=ss_to_es_pp_com_03&rid=12065
http://ceop.police.uk/
https://www.thinkuknow.co.uk/
http://www.isa-gov.org.uk/
http://wiredsafety.org/gb/stalking/index.html
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Date Policy Reviewed 
 

 
 

Updated Changes By  Version 

September 2010 Policy rewritten Lucy Mayle/Simon 
Charleton 

v1 

September 2014 Minor amendments made ahead of 
full revision 

Tom Milson v1.1 

March 2015 Full revision – version 2.0 made in 
light of the developments of 
technology and the implementation of 
additional electronic devices on site. 

Tom Milson V2.0 

September 2015 Prevent duty added Alan Day  V2.1 

 
 

 

 

 

 

 

 


